
U.S. Department of Justice

Criminal Division

cRM-200800267-F

Kevin S. Bankston
Electronic Frontier Foundation
454 Shotwell Sheet
San Francisco, CA 94110

Dear Mr. Bankston:

llashington, D.C. 20530

JUN 5 2008

In processing your request dated January 13,2005, for records conceming pen-trap
orders, the Office of Information and Privacy located five documents (items l-5) which
originated with the Criminal Division of the Department of Justice and referred these doeuments
to us for our review and direct response to you. These documents were received in this Office on
Apnl2l,2008.

We have processed your request under the Freedom of Information Act and will make all
records available whose release is either required by that statute, or considered appropriate as a
matter of discretion. In light of our review, we have determined to release all items in full.
Copies of items 1-5 are enclosed.

Sincerely,
f t- tñ-rlf

¡<QtWL I. 1.1/t'/\

_/ ty{
Rena Y. Kim. Chief
Freedom of Information/Privacy Act Unit
Office of Enforcement Operations
Criminal Division
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REPORT ON TIIE USE OF PEN REGISTERS AIID

TRå'P AND TRÀeE DE1¡ICES BT TIIE LÀlV ENFORCEMEÌf,T ÀeEnICIES/OFF¡CESOF THE DEP.A,RTMEMT OF .TuSTTCE FOR EÀLENDÀR YEÀR 1999

Number of persons TS:.B 2237
Whose Telephone
rac_]_l i lies -trtere Af fected

PEN REGISTERS

Original Orders

Extensions

Nurnber of
fnvestigaLions
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Origi-na1 Orders 1311

Extensions 1698

Number'of 767
fnvesLigations

Number of persons 3936
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Memorandum

Àssistant'Àtto
Criminal Divis'(ÀÈtention

General

Frederick
Office of

oate February 14, . 2OOO

D. Hess, Direct.or
Enforcement Operations)From :

Subjecr:

EncLosure

Lrector
Rg_s¡ru¡çes .DívisionAND TRÀp/rnecs-ñÈvrcss
A¡TD REPORT REQUIREMENTS

Reference is made to AssistanÈ Attorney General,CrirnjnaL Division, letter dated ñ;vãrnb"r 24, ;.gB7, titÌed ,,pen
*ïii::;"f,i|.T"n and rrace Device"-Ñã' Lesistarián and Reporr

ï ;";;r4"""" ;i;h:d. ;;;";""ced conrnurr""ri"n and rheprovisions or rhe Er-ecrronic c;;ñii;ãr_.o.,=.iiil;;i AcL of les6,the Federar- Bureau of rnvesrig"ti;;-i; providing rhe enelosedreport

Às a point of claSifigation¡ the ph4ase, ,,number ofpersons whose rerephone faciliti;;-;;;= affäcteãi'r.= int.erpreredas the number of Lines intercepÈed- -ifr" category ,,number oforiginal apprications and exteñsions for Èhis-viålation" contains' t'he number ãr oritinãr-""a .*r""õi"rr"-àr lines for tharviolation.



ÀGENCy: Federal Bureau of fnvestigatfon

Pen Register Àpplications - Calendar year 1999'(,January t -. December 31', 1999)
Number of OriginaJ. Orders
Number of Extensions
Number of fnvesÈigat.ions fnvolved
Number.of persons l{hose TelephonePacilities $/ere AffecÈed

25r_1
327!
1294
751 I

Financial. fnstitution
Fraud

Extortion
Bank Robbery
Hobbs AcÈ-Corruption

of Public Officials

Nu@eg of- _o_rigiBalApplications and
Extensions for this
VioLation

LÏST OF THE VIOI,ATTONS FOR }fHICH
PEN REGISTERS WERE SOUGHT

Statutory Citation
t (21 USc S BoL et seq.)
2 (18 USC S 1073 )

3 (18 USC S loos )

4 (18 USC Chap . 4J- )s (18 usc s 21L3 )6 (18 USC S 19s1 )

7 (18 usc s 7462, 7465 )

I (18 USC S 1201-1203 )9 (18 USC S 23]-4-23ts )

r.0 (18 USC S L9ss )

1r (rB usc s tssz )

t2 (j.8 usc s Bsz-Bs1- )

.1-3 (18- USC Chap . 40 )

14 (18 USC S ag62, J-g63 )

15 (18 USC S 23]'2 )

1_6 (L8 USC S les1 )
77 (te usc s l_]-s t

Principal Viol_aÈion

organized Crime Drug (gtz)
Enforcement Task Force

UnLawful Flighr Èo Avoid ( 72)Prosecution

ïnÈerstate TransporÈation ( L5)of Obscene MaÈter
Kidnapping ( gz)
fnterstate TransporÈation( 42)of Stol_en propèrty
Il-legal Garnbling ( 56)

Business
fnterstate Transportation (272)

in Aid of Rackéteering
ExtortionaÈe Credit. ( 5)TransacEions

( 24)

(2)
( 1s)
(t7e)

(4)

( l_3s0)

( 34)

( 2e)

(0)
(' 3)( 2ts)

(+)
( :e)
( 67)

( sl)
( z+e)

( 11)

Actual or Attempted
Bombings . (. 3)

( 110)

( 33)

( s3)
(0)

RackeÈeeTirg Enterprise ( ZZ)fnvesÈigaÈion
fnÈerstaÈe Transportation( 23,)of a SÈo1en Motor Vêhic1e
Hobbs Act-Àrmored Carrier( 15)Àssaultilg or Killing a. ( Z)Federal Officer



18 (rB Usc Chap. 73 )19(L8 usc s 115, 37r, )
844 (F) 1361 , !87J-_72,
l_958

20 (18 USC S 3123 )

2t (qz usc s 6928 )
22 fte usc s 201 , 377- )

1001,
27- USC S 841, 846

23(18 usc s 1952, 1956,)
1957,3722
2J. UsC s 841 (a) (r),
ee: (d) , 846

24 (18 USC S 1951, 1955 )
1g6l_ , 3122, 3723
-2_1_USC _S €4_t__ _94_t,
846

2s(18 usc s 641 )

26(te usc s 1962 )

22 (19 usc s 1962 )
28 (18 USC S 3L23 , )

1343 , 31-46, !077,
2315, 371, r34t

29(]-e usc s L341, 1343 ¡.3t46 (a)
30 (18 USC S 1341_, l_503

l-956, 1957, 7.343,
. 401

31(18 USC S 1073, 1503
37L, 134L

32 (18 USC S 2?03 (d) ,
3]-22
28 USC S 1651 (a)

33 (18 USC S L341 , L343
2t USC S 841 (a) ,
846

34 (26 USC S 72Ol-

3S (r8 usc s 666, t34L )
1_343 , BAJ. (a) (1) ,946, 503, 3],22

36(ra usc s 24L, 242 )37 (ts usc .s 3t22, 3]-23 t

38(rg usc s 1030, 7O2g )

Obstruction of ilusÈice (
Àcts of Terrorisrn ín the (

United SÈates
InÈernationaL Terrorism

Àcts of Terrorism in the (
United States-
Domestic Terrorism

.Environmental Crimes (
Corruption of Federal (

Public Officials
Executive Branch

Money Laundering (

2')
31)

63)

s)
4B)

32)

2)
2e)

( sz)

( 33)

(r.4eL)

L3)
o)

40)

0)

l_6 )

28)

s7)

6)
11)

L)

(
(

(s)
( 63)

Organized Crime Drug ( gSO)
:lvest_r9_alions

ThefÈ of Government
Property

Corruption of Federal
Pub1ic Officials-
Federal Bribery

Labor Racketeeriñg
Tel-emarketing praud

Insurance Fraud

Securities and
Commodities Fraud

OÈher NationaL Fraud

Crime on Ind.ian
Reseryation

Fraud'Against the
GovernmenÈ-
DoD official.

Fraud Against the
Government-
DOT official

Health Care Fraud

Civil Rights-Color of
Freedom of Access to

Clinic EnÈrances-
Act of L994

Computer and
Infrastructure Threat
AssessmenÈ

7)(o)
3) ( o)

(
(

(0)

( 1e)

e)
Ls)

1)

)

)

( re)

( ze)

( ¿e)

B)
34)

(

(2)

4)

e)

'.
|.-ftt f

I

( rz)



39(rg usc s 1_341 , 20!
40(rB usc s 371- , 7g3
41 (1,8 USC S 1201

42 (LB USC S 2314

43 (18 USC S 3t2I-26
44(LB USC S 242t

4s(18 USC S 1es3

46(LB USC S 3123,
50 usc s t_701

47 (tB usc s 19s1

48_[_18 _US_c S 19_5r

49 (rB USC S 841

50 (r8 usc s, 837. (b)

51(ÀÈtorney GeneraL
GuideLines per 28
usc s 509, 5t_0, 533

52(tB USC S 3122

53 (21 USC S 846

54 (33 USC S 841

ss(18 Usc S 2332 (a)

56 (re usc s 3L23
s7 (18 USC S 43

5S(20 USC S 1097

s9(ts usc s L
-60 (L8 USC S 31_23

61 (LB USc S 11s (a) (r)

62 (l-8 USC S a79r

) Fraud Àgainst the
Government -Other

) Espionage
) Crime on Gowernmen!' -Reseryation
) acts of Economic.

Espionage
) InteLlectual property
. RighÈs InfringemenL
) white Slave rraffic act
) Interstate Transmission

of l,üagering
Information

)

)

)

)

ì

)

Hostage Taking
Non-Terrorism ReLated

Hobbs AcÈ - Commercial_
fnstiÈutions

Hobbs-i,ct-_=- _Labor
RelaÈed

Fraud Against the
Government - HUD

Civil Righrs
Religious Discriminatíon
Domestic Securít.y

Investigations

Discrimination in
Housing

Freedom of Information
Privacy Acts

Adoptive Forfeiture
Matter

Use, Possession,
Transfer, production,
Transport of WMD

Firearms Act
Anima1 Enterprise

Protection AcÈ
Fraud Against t.he

Government
Department of
Education

Àntitrust
Domestic police

CooperaÈion
Conspiracy Èo Impede

or fnjure a FederaJ' Officer
ïrregularitries in

Federal'penai
InsÈituÈions

(1)

( 1)
(2)

( 2')

( e)

(+)
( 1)

( 1)

(B)

{ - 3)

(s)
( 24)

(6)

( 3)

(1)
(0)

(0)

(1)

(2)
(0)

( '3)

( 0)

(B)

(2)

(0)

(2)

(-- ?)

( 2s)

( zz)

(8)

0)

0)

,2)
1)

(

(

(

(

(
(

(

)
)

)

e)
2)

4')

(s)
( .2')

(0)

(1) ( o)(7) ( o)

( 2t.-.(. g)

)
)

)

s) ( 0). :



ÀGENCY: Federal_ Bureau of ïnves_tigaÈion

Trap and Trace'ÀpplicaÈions - calendar year 1999
(,Ianuary 1 - December.31, 1999)

Number of Original Orders
Number of Extensions
Number of fnvestigations. fnvolved
Number of persons I¡ùhose TelephoneDialing were Affected

13l.l_
l_698

767
3936

VIOIÀTTONS POR WHICH
TRACB WERE SOUGHT

LTST OF
TRÀP

THE
AND

Statutory Citation
1 (Zt USC S 801 et seg.)
2 (18 USC S 1073 )

3 (re USC Chap. 4t )4 (re usc s 2113 )s (re usc s 19s1 )

(AÈty. Gen- Guidelines)
Per 28 USC S SO9, 5l_0,
533
(re usc s 1201-1203 )(18 USC S 23L4-231s )

9 (rs usc s 19s2 )

10 (ra usc s 11s )

11 (rs USC Chap. 40 )

.12 (l_8 usc s 195s )

13 (18 USC S 3t23 )

14 (re usc s ]-oos )

r-s (18 USC S l_46s )

Principal Violation
Organized Crime Drug

EnforcemenÈ Task Þorce
UnLawful_ FlighÈ Èo Avoid' ProsecuÈion
Extortion
Bank Robbery
Hobbs Aet-Côrruption

of publ_ic Official
Domestic Seeuritv

Investigations

Kidnapping
InterstaÈe Transportation

of StoLen propèrEy
f nterstate Transporúation

in Àid of RackèÈeering
Assau_IÈing or Kil_Iing a- Federal Officer
ÀcÈual or Attempted

Bombings
rIlegaI Gambling

Business
ÀcÈs of Terrorism in ÈheUnited States

Domestic TerroriSm
Financial_ Institution

Fraud
f nÈerstaÈe iransporÈaEion

of Obscene Mat,Lers

Number of Original-
Applications and
Exfêñs iõn S--tatr -Èhi s
ViolaÈion

(434) (67e)

7e) ( er)

32) ( 0)
r_3) ( 2)
Bl-) ( 56)

( 4s)( 3z')

,4)

35)
34)

2l

7
B

(]-26) (138)

(2) ( 0)

(0)(1)

( 23') ( 43)

( 48) ( 61)
:.

(2i).(24)

(7) ( o)



1-6(18 USC S r.9s1 )

1Z(r8 USC S 1L5, 37r, )
844 (F) L361 , !87]--72
195I

18 (18 USC S 2312 )

L9(18 USC S 1952, \956 )
t957 , 33.22
2L Usc S 841(a) (1),
843 (d) , 846

2O (rB USC S 1951 , )
L955 , 7967, 3!22,
3 123
2l_ usc s B4t_, 843,
846

21- (rB USC S 242t )
22 (78 USC S 201 )

23 (18 USC Chap. 73
24 (r8 USC S 1962 , ]-963

25 (42 IJSC S 6928 )
26 (1-B USC S 7-023-1024 )

27(18 USC S 371, 1951 )
1956-57, 1341, L343

28 (18 USC S 3l_22 )

'29 (19 USC S 3]-23, 1343,)
3146, L07L, 231,5,
371-, ]341

30(18 USC S 1341, 1503,)
1956, 1957, 1343, 40L

3l_ (L8 usc s l_073, t_503, )

. 37L, 1.341
32 (L8 USC S l_1_53 , I

2241 (c)
33(LB USC S 666, L34L, )

84L (a) (1), 846,
5O3, 3L22

34 (re usc s 24L, 24.2 )

3s (18 USC S 1962 )

36(18 USC S 666, 1951_- )
l_955

37 (18 USC S t962 )

Hobbs AcÈ - Armored
Carrier

Acts of Terrorism in the
United States
Int ernaÈ ional- Terrofi sm

InterstaÈe TransportaÈ ion
of Stolen Motor Vehicl-e

Money Laundering

Organized Crime Drug
InvestigaÈions

White Sl-ave Traffic Àct
Corruption of Federal

Public Officials
- ÉxêõüEivä Bránch

Obstruction of Justice
Racketeering Enterprise

Investigation
Environrnent.al- Crimes
Fraud AgainsÈ the

Government - DOD
Fraud AgainsÈ the

Government - DOT
IntersE.ate Obscene or

Harassing Telephone
Cal1s

Telemarketing Fraud

SecuriÈies and Commodities (
Fraud'

Other NaLional Fraud.

Crime on Indian
Reseryation

HeaIth Care.Fraud

Civil Rights - Color
of Law

Corruption of Federal
Public Officials
.Federal Bribery

Int erst_ate TransporÈat ion' of !ùagering
. fnformation

Labor RackeÈeering

(

(

t2l
77)

( s4)

( rz)

7) ( rz)

7) ( 13)

s08) ( 822)

(1)
( zo)

6)
17')

)
)

.3)
16)

s)
8)

e)

1)

s)

3)

27)

8)

3)

1)

2)

o)
1t-)

s)
13)

2B)

0)

0)

0)

371

(
(

(
(

(

(

1_)

e)

L)

e)

(

(

(

(

(

(

(

(

(

(

(6)

(0)

."
/ -r\| ót

0)



38 (rg usc s 1030 , to29 ) Computer and
InfrasÈructure Thréat
Assessment

Bankruptcy Fraud
Conspiracy t.o fmpede or

fnjure a Federal
Officer

Hobbs ÀcÈ - CommerciaL
Institutions

Hostage Taking -
Non-Terrori srn Related

Civil RighÈs - Religious
Discrimination

Acts of EconomÍc
Espionage

Freedom of Àccess Èo
Clinic Entrances- ÀEt-oT a9e4- - -

Fraud Against the
Governrnent - HUD

Theft of Government
Property

Election Laws

Antitrust
Espionage
Discrimination in

Housing
.A¡imal- Enterprise

Protection Àct
Perj ury
Bank Extortion
Fraud Against the

GovernmenÈ. - Department
of EducaÈion

( zE) (. 10)

39(re usc s L52
40(re usc s lLt_

41 (rg usc s 19s1

AZ(\B usc s 3L23,
50 usc s L70t_

43 (1B USC S 83? (b)

44(tB USC S 2374

4S(rB usc s 3122, 3:23

46(78 USC S 841

47 (t8 USC S 641

48(z Usc S 437 (g) ,
44Le, 44Lf

49(r.s usc s 1
5o (rB usc s 371_ , 793
5r(r8 usc s 3122

)
)

(

(

(

(

(

(

(

(

(

(

(

(

(

(

(

0)
1)

5)

2)

14)

0)

2')
o)

2)

o)

B)

3)

2)

)

)

)

)

( 10)

s)

r.)

0)

1)
0)
3)

(B)

(0)

( 1)

(0)
(21
( 1)

(, 2)s2 (1-8 USC

53 (18 USC
s4 (r8 USC
ss (20 usc

s 43

75L
2tt3 (a)
1"O97

s
s
s

)

).
)

(

(
(
(

1)

r-)
3)
0)

(, o)
(0)
(4)



lr¿ È¡,,þì'n _2 
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MEMORANDIJM

TO: Frederick D. Hess, Director

FROM:

SUBJECT:

Ofñce of Enforcement Operations

Ava Cooper-Davis, Asst. Special,4.gent In Charge__Office 
o fSptæial Operati orrs -

Pcn Registe¡ and Trap and Trace Devices yearly Report

In accordance with Title t 8, United States Code, Section 3lzs,tle atfached

statistics porEay the Drug Enforcement AdminisFatio¡r's use of pen register and ¡.ap

and trace devices for calendar'year 1999.

Attachment

't0ø uÏupr snoTlBJado ¡d¡caag t OOOIDCCÍ¡, YeJ ôÌ . 
^r rrr r



P en Register .A,ppli cations

Number of Original Orders

Number of Eritensionb

l{unrber of Invesfigations hvolved

Number of Persons'Whose
Telephone Datings'We¡e Affected

AGENCY _

Calenda¡ Year

(January 1 - Dcccr:rber 31, lggg)

)'11''',

1)1s

1532 _

--

2237

LIST OF TTTE VIOL.A,TIONS FOR WHICH
PEN REGISTERS WERE SOUGHT

Statutory Citation

1 (27 USC 841 )
2 Ql USC s46 )
3 QI uSC 848 )
4 (21USC 9s2 )
5 (18 USC 1956)

Di snbu ti on_o f -Na¡qoti cs
Conspiracy to Distibute
9ontinuins Crim. En terprise
fm:rortati on of Na¡cotics
Mor,"yLuroã*ioe----

Princípal Violation Numbcr of Original
Applications & Extensions

(r24e) (73e)
( 6e8) (243)
( s0) ( 13)
( Lzr) ( 87)
( 119) (r97) '

00Ø uÏEpv suoT¡eiedo lsTcads ¿899Tt980¿ xvd 6t:8I IUd to/zo/ao



.\GENCI' Drue Enforce-e"t -{dÞ

]rap&'Trace.A.ppìication'<l.Calendar\.earl.999

. (Jatuarv I - December 31. 1999)

Nu-rber of Original Ordeis

\u:nber of Exrensions

Sialrron, Cirarion

l5i

39

\'unrbe¡ of In.,'estigatrons lnvolvcd 4_1

Nu¡obei oiPersons \À.hose lS7
Telep'none fiialines w-erc -{ffccred 

-

--ILS+ÐF+HE_V]€'L_A_TIENS-FoR=uÆüg{--
PEN RECISTERS \\'ERE SOUGHT

Principal Violat¡on Numbcr of Orjsjnaj
Applicarions & Exrensrors

: j:l ylç l.l I Disrriburion of Narcorjcs ( 8-1) ( 2l)3 (31 USC 8¿6 ) Cor.trniror., ro bigribur"- ( 5g i i f f li r'31 USC lç'56) Mo,.'er,ìo'.,n,Jciins ( tg ) i *l



U.S, Departmeut of Justiee.
Imnigration a¡d Naturalization Seryice

HQrNV s0t3.4

125 I Street NW
Vashington DC 20536

Febuary 23,1999

MEMORANDUM FOR FREDERICK D. HESS
OFFICE OF ENFORCEMENT OPERATTONS_ CRJMINAL-DI_\ASIO}+__

FROM: John A. kight
Director of Fraud
Ofñce of Field Operations
INS

SUBJECT, P.r R.nirt"r *d rrup & Ttr"" R.oort cul"od* y"* 1999

Pursuant to the requirement of Title III of the Electronics Communieations Privacy Act of
1986, and a memorzldum from your office dated Novemebr 24, IgBT,the attached reþrts
summarize the use of pen registers and trap & bace devices by the Immigration andNâturalization
Service forthe calendaryearof lggg. '

Attachnent


